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What is the problem? 

We collect too much extraneous cyber data and then put 

in too much work to process it all 

 

 

 

 

 

 

 

 

Why? The design of Internet protocols makes correlation 

and isolating root causes of break-ins difficult 
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We collect both 

network and 

machine data 

But we only need 

the correlated 

intersection 



How will we fix the problem? 

We correlate communications and processing activities in 

the kernel of the operating system 

This lets us find out what programs are responsible for 

malicious network activity 

 

 

 

 

 

 

 

Requires a kernel module on each monitored machine 
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What are the benefits? 
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Fewer analyst hours are needed to 

correlate cyber data  savings 

Analysts can 

characterize 

communications 

with 100% 

accuracy 

Hone provides a 

key to understand 

the computer 

from the network 

Hone keeps a persistent file of correlated 

machine and network activities 



What alternatives are there? 

TCPView, NetStat, and other host-based tools: 

Can see the connections but not the actual activity 

Use a polling approach that misses short events 

Deep-packet inspection or Dynamic Analysis 

Expensive and potentially inaccurate 

Connection-filtering host-based firewalls 

Only operate on the connection level, not per packet 

Once you grant blanket permission to an application, you 

have no further control 

Multi-host-based security and analysis 

Requires elaborate infrastructure 
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Hone Demonstration 



Conclusion 

All Internet devices use common protocols, so Hone’s 

simple correlation will enable a revolution in defense 

Hone provides the precision to control communications at 

the packet level  

Hone gives trustworthy process attribution  

We are seeking partners to:  

Sponsor follow-on work 

Test deploy operational prototypes 

License for use in new and existing products 
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Correlating machine and network activities 

to produce insight 
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